WEBSITE TERMS AND CONDITIONS OF USE

This website is a collaborative effort of several companies. 
Those companies are:  Skill Sprout Products and Services; LLC; Skill Sprout Diagnostic; LLC, Skill Sprout; LLC and Skill Sprout International, LLC. (referred to collectively sometimes hereafter as “the Sponsor Companies.”
For clarity purposes and to formalize a relationship with the users of this website, we have created both these Terms and Conditions of Use and a Privacy Policy.  The Privacy Policy explains how we treat information that you provide to us through this site and this Terms and Conditions of Use document regulates your use of this website.  Both such documents apply equally to any visitor to the website, including an ordinary, casual visitor.  You should read this document before you access or use the site.  

By accessing, and/or using the site, you agree to be bound by the terms and conditions set forth in this Terms and Conditions of Use document and in the accompanying Privacy Policy.  All content on this website, including but not limited to artwork and text, or the property of four or more of the aforesaid companies as more particularly shown on the website itself.  To the extent no particular company is shown as to an item, the copyright and intellectual property rights belong to Skill Sprout, LLC.  

If this website contains links or produces search results that reference links to third party websites, you agree that the sponsored companies have no control over these sites and will assume responsibility or liability for any content, “or materials available on those sites and you understand that the other sites are not endorsed by the sponsored companies.”  By accessing any such third party links, you are undertaking the risk that there may be a computer virus or other harmful results that can occur as a result of accessing a third party website, and you assume the risk.  

You agree and consent that the Sponsor Companies reserve the right to disable any hypertext linking to the site that they deem objectionable.

“Framing”, i.e. making the site appear to be from another company or origin is hereby expressly prohibited.

HEALTH INSURANCE PORTABILITY AND ACCOUNTABILITY ACT (HIPAA)

BUSINESS ASSOCIATE AGREEMENT


This HIPAA Business Associate Agreement ("BAA") by and between Skill Sprout Products and Services; LLC; Skill Sprout Diagnostic; LLC, Skill Sprout; LLC and Skill Sprout International, LLC ("Business Associate") and ("Covered Entity"), in consideration of the mutual promises herein, is effective as of the date of last signature.  Business Associate and "Covered Entity" hereby agree to the following terms and conditions:

RECITALS and SCOPE



A.
The purpose of this BAA is to satisfy the standards and requirements of HIPAA and the HIPAA Regulations, including, but not limited to, Title 45, Section 164.504(e) of the Code of Federal Regulations ("CFR"), as the same may be amended from time to time, that Business Associate provide Covered Entity, as a covered entity under HIPAA, with "satisfactory assurances" that Business Associate will handle any Protected Health Information that it receives or creates pursuant to this BAA in a manner that is compliant with the Business Associate's and Covered Entity's responsibilities under HIPAA.

1.
Definitions.  For purposes of this Agreement, the following terms have the following definitions:

(a)
Business Associate.  As qualified herein, "Business Associate" means functioning as a business associate of Covered Entity pursuant to the Letter of Agreement and as such term is defined under HIPAA and the HIPAA Regulations, including, but not limited to, 45 CFR Section 160.103, as may be amended from time to time.

(b)
Covered Entity.  "Covered Entity" shall mean the Covered Entity named in this BAA, functioning as a covered entity under HIPAA as described in the Letter of Agreement and as such term is defined under HIPAA and the HIPAA Regulations, including, but not limited to, 45 CFR Section 160.103, as may be amended from time to time.

(c)
Health Information Technology for Economic and Clinical Health Act.  "Health Information Technology for Economic and Clinical Health Act" ("HI-TECH") shall mean the Health Information Technology for Economic and Clinical Health Act of 2009 at Public Law 111-5, February 17, 2009, and as may be amended from time to time.

(d)
Health Insurance Portability and Accountability Act.  "Health Insurance Portability and Accountability Act" ("HIPAA") shall mean the Health Insurance Portability and Accountability Act of 1996 at Public Law 104-191, August 21, 1996, and as may be amended from time to time.

(e)
Individual.  "Individual" shall have the same meaning as the term "individual" in 45 CFR 164.501 and shall include a person who qualifies as a personal representative in accordance with 45 CFR 164.502(g), and as may be amended from time to time.

(f)
Privacy Rule.  "Privacy Rule" shall mean the Standards for Privacy of Individually Identifiable Health Information at 45 CFR part 160 and part 164, subparts A and E, and as may be amended from time to time.

(g)
Protected Health Information.  "Protected Health Information" ("PHI") shall have the same meaning as the term "protected health information" in 45 CFR 164.501, as may be amended from time to time, limited to the information created or received by Business Associate from or on behalf of Covered Entity pursuant to the Letter of Agreement.

(h)
Required By Law.  "Required By Law" shall have the same meaning as the term "required by law" in 45 CFR 164.501, and as may be amended from time to time.

(i)
Secretary.  "Secretary" shall mean the Secretary of the Department of Health and Human Services or his designee.

(j)
Security Standards.  "Security Standards" shall mean the Security Standards at 45 CFR part 164, subpart C, and as may be amended from time to time.

2.
Obligations and Activities of Business Associate as to PHI.

(a)
Business Associate agrees to not use or further disclose PHI other than as permitted or required by this BAA, or as required by law.

(b)
Business Associate agrees to use reasonable safeguards to prevent use or disclosure of PHI other than as permitted under this BAA in accordance with applicable law.

(c)
Business Associate agrees to mitigate, to the extent practicable, any harmful effect that is known to Business Associate of a use or disclosure of PHI by Business Associate in violation of the requirements of the BAA.

(d)
Business Associate agrees to notify the Covered Entity, in writing, of any unauthorized disclosure or breach of unsecured PHI of which Business Associate becomes aware without unreasonable delay, but in no event later than 15 days after Business Associate's discovery of such unauthorized disclosure or breach, in accordance with 42 USC §17932 and 45 CFR §164.504.  Such notification shall include any available information that the Covered Entity is required to include in a notification to an Individual whose unsecured PHI has been breached pursuant to 45 CFR §164.404(c), including, but not limited to, the identification of each individual whose unsecured PHI has been, or is reasonably believed to have been accessed, acquired, or disclosed during such breach.  In the event that such information is not available at the time that Business Associate notifies the Covered Entity of any unauthorized disclosure or breach, Business Associate shall provide such information to the Covered Entity promptly as such information becomes available.

(e)
Business Associate agrees to ensure that any agent, including a subcontractor, to whom it provides PHI received from Covered Entity, or created by Business Associate on behalf of Covered Entity, agrees to the same restrictions and conditions that apply through this BAA to Business Associate with respect to such information.

(f)
Business Associate agrees to make its internal practices, books, and records relating to the use and disclosure of PHI received from, or created or received by Business Associate on behalf of Covered Entity, available to the Covered Entity, or at the request of the Covered Entity to the Secretary, in a time and manner designated by the Covered Entity or the Secretary, for purposes of the Secretary determining Covered Entity's or Business Associate's compliance with the Privacy Rule.

(g)
Business Associate agrees to document such disclosures of PHI and information related to such disclosures as would be required for Covered Entity to respond to a request by an Individual for an accounting of disclosures of PHI in accordance with 45 CFR 164.528.

(h)
Business Associate agrees to provide to Covered Entity or an Individual, in a time and manner designated by Covered Entity, information collected in accordance with this BAA, to permit Covered Entity to respond to a request by an Individual for an accounting of disclosures of PHI in accordance with 45 CFR 164.528.

(i)
To the extent, if any, the Business Associate maintains PHI of an Individual in a designated record set, Business Associate shall (i) provide an Individual with access to such Individual's PHI in accordance with 45 CFR §164.524 and (ii) make available PHI for amendment and incorporate any amendment to PHI in accordance with 45 CFR §164.526.

(j)
Business Associate shall report any of its use or disclosure of PHI that is not provided for by this BAA, or the law of which it becomes aware.

3.
Permitted Uses and Disclosures of PHI by Business Associate.  Except as otherwise permitted in this BAA, Business Associate may use or disclose PHI on behalf of, or to provide services to, the Covered Entity for the purpose of performing functions, activities, or services for, or on behalf of, Covered Entity as specified in the BAA, provided that such use or disclosure would not violate the Privacy Rule if done by Covered Entity as follows:

(a)
Except as otherwise limited in this BAA, Business Associate may disclose PHI for the proper management and administration of Business Associate or to carry out legal responsibilities of Business Associate, provided that disclosures are required by law, or Business Associate obtains reasonable assurances from the person to whom the information is disclosed that it will remain confidential and used or further disclosed only as required by law or for the purpose for which it was disclosed to the person, and the person notifies Business Associate of any instances of which it is aware in which the confidentiality of the information has been breached.

(b) Business Associate may use PHI to provide Data Aggregation services to Covered Entity as permitted by 45 CFR 164.504(e)(2)(i)(B) to the extent specifically required under this BAA.

4.
Obligations of Covered Entity to Inform Business Associate of Privacy Practices and Individual Restrictions.

Covered Entity shall provide Business Associate with the following, which shall be binding upon Business Associate:

(a) Covered Entity shall provide Business Associate with its Notice of Privacy 

Practices that it produces in accordance with 45 CFR §165.520 and shall notify Business Associate of any limitations in its notice of privacy practices in accordance with 45 CFR 164.520, to the extent that such limitation may affect Business Associate's use or disclosure of PHI.

(b) Covered Entity shall provide Business Associate with any changes in, or revocation of, permission by Individual to use or disclose PHI, to the extent that such changes affect Business Associate's permitted or required uses and disclosures.

(c) Covered Entity shall notify Business Associate of any restriction to the use or disclosure of PHI that Covered Entity has agreed to in accordance with 45 CFR 164.522.

5.
Permissible Requests by Covered Entity.

Except as specifically provided in this BAA, Covered Entity shall not request Business Associate to use or disclose PHI in any manner that would not be permissible under the Privacy Rule if done by Covered Entity.

6.
HIPAA Security Standards.  In compliance with the Security Standards:

(a) With respect to electronic PHI, Business Associate will implement security standards; administrative, physical, and technical safeguards; and reasonable policies and procedures to limit access, train staff, and prevent, detect, contain, and correct security violations, in accordance with applicable provisions of 45 CFR §164.302, et. seq.

(b) Business Associate will implement administrative, physical, and technical safeguards that reasonably and appropriately protect the confidentiality, integrity, and availability of the hard-copy PHI that it creates, receives, maintains, or transmits on behalf of Covered Entity as required by applicable Privacy and Security Standards.  Business Associate will ensure that any agent, including a subcontractor, to whom it provides such information agrees to implement reasonable and appropriate safeguards to protect it.

(c) The Business Associate authorizes termination of the Service Agreement and this BAA if Covered Entity determines that Business Associate has violated a material term of this BAA, specifically including Section 6.

(d) Nothing in the provisions of Section 6 shall relieve Business Associate of any obligation to PHI of or from Covered Entity that it creates or accesses pursuant to this BAA under other applicable contractual provisions or as otherwise required by law, regulation, or applicable standard industry practices.

7. Term and Termination.

(a)
Return or Destruction of PHI at Termination.  Upon termination of this BAA, Business Associate shall return or destroy PHI received from or created or received by Business Associate on behalf of Covered Entity that Business Associate still maintains in any form and retain no copies of such information except as provided herein, or, if such return or destruction is infeasible, extend the protections of this BAA to the information and limit further uses and disclosures to those purposes that make the return or destruction of the information infeasible.

(b)
Termination for Cause.  Upon Covered Entity's or Business Associate's knowledge of a material breach by the other party or if Covered Entity or Business Associate knows of a pattern of activity or practice of the other party that constitutes a material breach of the Covered Entity's or Business Associate's obligations under this BAA, then the non-breaching party shall:

(1)
Provide a reasonable opportunity for breaching party to cure the breach or end the violation in the manner provided in the Letter of Agreement for a material breach thereof, or if there is no such provision, in a manner designated by the non-breaching party.  In either event, the non-breaching party may terminate this BAA if the breaching party does not cure the breach or end the violation within the time specified;

(2) Notwithstanding the foregoing Section (b)(1), the non-breaching party may immediately terminate this BAA if the breaching party has breached a material term of this BAA and the non-breaching party determines that cure is not possible; or

(3) Notwithstanding the foregoing Section (b)(1) or (2), if the non-breaching party determines that neither cure, as specified in Section (b)(1) above, nor termination, as specified in Section (b)(2) above, is feasible, the non-breaching party shall report the violation to the Secretary.

(c)
Effect of Termination.  

(1)
Except as provided in paragraph (2) below, upon termination of this BAA, for any reason, Business Associate shall return or destroy all PHI received from Covered Entity or created or received by Business Associate on behalf of Covered Entity that the Business Associate maintains in any form.  This provision shall apply to PHI that is in the possession of subcontractors or agents of Business Associate.  Business Associate shall retain no other copies of the PHI, except as provided herein.

(2)
In the event that Business Associate determines that returning or

destroying the PHI is infeasible, Business Associate shall provide to Covered Entity notification of the conditions that make return or destruction infeasible.  Upon mutual written agreement of the Parties that return or destruction of PHI is infeasible, Business Associate shall extend the protections of this BAA to such PHI and limit further uses and disclosures of such PHI to those purposes that make the return or destruction infeasible, for so long as Business Associate maintains such PHI.  In the event that the Parties do not so agree, the provisions of paragraph (c)(1) above will govern.  The Parties acknowledge that Business Associate may retain one copy of PHI so long as it is necessary in the event of litigation under this BAA and Business Associate agrees to maintain such copy in accordance to the terms of this BAA.
8.
Miscellaneous.  

(a)
Regulatory References.  A reference in this BAA to a section in the Privacy Rule means the section as in effect or as amended, and for which compliance is required.

(b)
Amendment.  The Parties agree to take such action to amend this BAA from time to time, as is necessary, for Business Associate or the Covered Entity to comply with the requirements of HIPAA, HI-TECH, the Privacy Rule, and the Security Standards.

(c)
Survival.  The respective rights and obligations of the Parties under Recitals and Scope paragraph A, Sections 1, 2(a), 7(c) and 8(a) and 8(c) through and including 8(g) of this BAA shall survive the termination of this BAA.

(d)
Interpretation.  Any ambiguity in this BAA shall be resolved in favor of a meaning that permits the Parties to comply with applicable provisions of HIPAA, HI-TECH, the Privacy Rule, and the Security Standards.

(e)
Severability.  If any provision of this BAA is held unenforceable, then such provision will be modified to reflect the Parties' intention.  All remaining provisions of this BAA shall remain in full force and effect.

(f)
Other Agreements.  Nothing herein shall be construed to add any additional rights or responsibilities to either Party that is not specifically required by HIPAA, HI-TECH, the Privacy Rule, or the Security Standards as applicable.

(g)
No Third Party Beneficiaries.  Nothing express or implied in this BAA is intended to confer, nor shall anything herein confer, upon any person other than the Parties and their respective successors or assigns of the Parties, any rights, remedies, obligations, or liabilities whatsoever.

By using the site, you agree that you are governed by the terms of any applicable third party software agreements that may be employed via the website.

You agree not to use the site in any manner that would cause harm or in any way interfere with any other parties’ use of the website.

You agree not to make an attempt to or obtain materials from the website except for those materials that have intentionally been made available to you through the website.  

You agree not to submit any material to the site that is intentionally false, illegal or defames or liables anyone or any company.

You agree not to infect the site with any viruses or other harmful computer programs or software.

None of the persons associated with the Sponsored Companies, are attorneys or medical doctors. Therefore, the site and the Sponsored Companies will not provide you with legal or medical advice.  Legal and medical advice, should be obtained from a properly licensed attorney or doctor as the case may be.
The Sponsored Companies wish to make clear to you and you agree that the Sponsored Companies make no promises with respect to your having a perfect website experience free of any interruptions or errors and they disclaim all express or implied warranties any (including any merchantability and fitness for a particular purpose) with respect to the websites function and accessibility.
You agree that Sponsor Companies are not to be liable for any damages of any type, including, but not limited to, actual damages, consequential damages, punitive damages or loss of profits related to your use of the site.   

All of the provisions of these Terms and Conditions of Use shall survive the termination of this agreement and those terms shall apply indefinitely into the future.  

You agree to any new terms that may appear herein or in the Privacy Policy each time you make a new use of the site.  

This website, these Terms and Conditions of Use and the Privacy Policy shall be governed by the laws of the State of Illinois, except its conflicts of law provisions.  

You agree that any cause of action under these Terms and Conditions of Use and the Privacy Policy may be brought only in the State Courts of the State of Illinois.

Any provisions of these Terms and Conditions of Use or the Privacy Policy being invalid or enforceable in any way, the remaining provisions shall continue in force.  

These Terms and Conditions of Use and the Privacy Policy contain the entire understanding and agreement between you and the Sponsored Companies and supersede any prior or contemporaneous agreement whether written or oral.  These terms may only be modified in writing.
If you breach these terms or otherwise fail to comply with them, you agree to defend, indemnify and hold the Sponsored Companies as well as their officers, directors, agents, attorneys and employees harmless from any and all liability to any third party, including but not limited to, reasonable attorney’s fees.

Unless otherwise clearly stated, the materials on the website are the copyrighted property of the Sponsor Companies that may not be reproduced or distributed without the expressed written permission of the Sponsored Companies.  

The site is only to provide general information and should not be interpreted as providing professional legal advice or professional medical advice.  You should consult your physician or your lawyer to obtain any such advice.  

This site is only to provide general information and should not be interpreted as providing professional legal or medical advice.  You should consult your physician or lawyer to obtain any such advice.
